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1 Purpose and Scope

1.1 Introduction

1.1.1 The University of East London embraces the responsible use of social
media to communicate and build relationships with prospective and current
students, alumni, employees, parents and community members. The
University recognises the open and ever-changing purposes of social

media, which can blend, at times, personal and professional roles.

1.2 The University’s Values and Behaviours

1.2.1 The University’s values and behaviours are part of the University’s identity
and how this is represented in all forms of engagement is critical to this
identity. This also should be reflected across how we engage publicly in

our social media channels. The Values and behaviours are:

Core behaviours

Make a positive
difference

Values Increase
Advance

self-awareness Y
&
,9 22 and personal

competence <
2 °o° @"&o responsibility

confident

Inclusion

Strive as one Deliver student
aspirational and customer-

team centric service
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1.3 Content

1.3.1 This document contains three distinct areas to ensure how we represent

our values and behaviours identified above:

1. Best practice — Adding value to the organisation, staff and students
through best practice of social media

2. University policy — Staff and students are guided on how to
behave appropriately on social media. The policy aims to provide
enough information so appropriate behaviour is adhered to. If
broken, users could face criminal or disciplinary action.

3. Brand guidelines and accessibility guidelines — Hierarchy of
branding and sub-branding that need to be adhered to, not breaking

copyright and following legal guidelines for accessibility.

1.4 Best Practice

1.4.1 The University of East London recognises and embraces the benefits and
opportunities that social media can bring, not only for the institution but for
the individual. Adding value through best practice and empowering our
staff and students on social media is key to achieving best practice across

the university.

1.4.2 At an Institutional level it will provide authenticity, positive brand sentiment
and reach to convey core messaging in a safe and appropriate manner. To
the individual, empowerment and recognition can be achieved by
leveraging the UEL reputation and being part of the brand identity. For a

more in depth look into best practice see point 4 in the document
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2 Policy Statement

2.1 Introduction
2.1.1 For the purposes of this policy, social media is defined as a type of
interactive online media that allows parties to communicate instantly with

each other; or to share messaging in a public forum.

2.1.2 It can be used to share news, information and successes, keep staff,
students, alumni, press and other key stakeholders up to date with
important developments and promote healthy academic debate about

controversial subjects and areas of research.
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2.1.3 There is, however, an inherent risk involved in using social media, in that, it
Is an instantaneous and far-reaching form of communication and
inappropriate use can impact upon staff, students and the reputation of the

University.

2.1.4 The Social Media Channel Manager will be responsible for the policy.
Anything that is deemed as inappropriate, offensive or breaking laws
should be directed to the Social Media Channel Manager as an initial point
of contact. These will then be escalated to the appropriate channel Legal,

HR or Head of Student Services.

2.1.5 The Social Media Content Manager will be responsible for content. If the

policy is broken, users could face criminal or disciplinary action.
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2.2 Freedom of Speech

2.2.1 The University fully endorses and supports the intentions of the
governments Higher Education's (Freedom of Speech) Bill which promotes
freedom of speech on campus and legal duties will also be extended to

students' unions:

2.2.2 Social media platforms have revolutionised our ability to connect across
historic social, political and geographic divides. Where previously
gatekeepers mitigated and negotiated access to mass media platforms,
today potentially anyone — and any content — can reach millions of

individuals in an instant.
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It is our basic human right to express ourselves freely and to take part in
rigorous debate. Whilst we are legally allowed to articulate views which
others may disagree, these viewpoints must not crossover into hate

speech or inciting violence.

However, it is important to distinguish between lawful, if offensive, views
on one hand and unacceptable acts of abuse, intimidation, and violence on
the other.

Higher education providers and students’ unions must ensure that they
comply with their legal duties on discrimination and harassment as well as

their legal duties to protect freedom of speech.

The same laws, professional expectations and guidelines for interacting
with students, parents, alumni, donors, media and other University
constituents apply online as they do in the real world. This policy and best
practice for engagement are designed for employees and students

participating in social media on behalf of the University.

This policy applies to all social media postings on an institutional site or as
a representative of the University on a non-institutional site. The Social
Media Channel Manager reserves the right to remove user-generated
content or comments in accordance with this policy for the safety of

students and staff.
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For full guidance on policies and procedures, please refer to Section
7.2 in the policy.

2.3 Keep it legal - posting on behalf of the University East

2.3.1

2.3.2

2.3.3

234

London

Social media accounts created on behalf of the University of East London
are the sole property of the University. If a university department, club or
organisation account is linked to an individual person, that person
relinquishes all rights to the account, unless they work with the Social

Media Channel Manager to transfer ownership of the account.

All proposals to create social media accounts must be submitted to the
Social Media Channel Manager for approval prior to creation and inclusion
in the social media directory. There needs to be a strong business case for
creating a new social channel, this includes having resource to run the

account along with a clear content plan and business proposal.

All social media accounts created on behalf of the university must be
linked to a department’s administrative email account or an employee’s
work e-mail account. All social media accounts and their passwords must
be given to the central social media team, this is to ensure access can be

gained if the user leaves the university.

An employee may never use a personal email account to establish a

university-related social media account. More than one university
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employee must have administrative access to the account. Administrative

access will be terminated upon the employee’s separation from

employment, reassignment to another job or for disciplinary reasons.

2.3.5 The business case form must be completed and sent to SMCM@uel.ac.uk

2.4 Official Accounts are Prohibited from

2.4.1 To protect this service from abuse, comments must satisfy some basic

conditions.

2.4.2 In order for this dialogue to comply with our policy any posts, comments or

links to external websites should not include:

Posting content that breaks the law including libel, illegal activity,
inciting hatred on the basis of race, religion, gender, nationality or
sexuality or other personal characteristics, terrorism and defamation.
The University’s social media channels may not be used to promote
or advocate terrorism or radicalisation. We do not permit posting,
downloading or sharing of content to, on or from our social media
channels that promotes or advocates terrorist acts, or incites
violence, celebrates terrorist act, aims to recruit individuals or
encourages others to promote recruitment to terrorist organisation,
or promotes or advocates raising money for anyone listed on the UK
Home Office list of prohibited groups and individuals.

The University uses social media management tools to monitor our

social media channels and the University’s social media team will
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immediately remove any such content. Posting, downloading or
sharing such content by students or employees of the University is a
disciplinary offence and the University will take action. Once
investigated, if there are no mitigating circumstances, the individual
will be referred to the UK authorities, where appropriate.

e Posting or commenting on anything related to legal matters, ongoing
investigations or litigation

e Using the University brand or name to endorse any view, product,
private business, cause or political candidate

e Representing personal opinions as University endorsed views or
policies

e Be respectful — comments should not be malicious or offensive in
nature and should not constitute a personal attack on a person's
character.

e Don't reveal personal details, such as private addresses, phone
numbers, email addresses or other online contact details.

e The Social Media Channel Manager reserves the right to review and
remove inappropriate content.

e Defamation - the action of damaging the good reputation of
someone; slander or libel.

e Catfishing (or impersonating) a colleague or third party is
unacceptable and will be dealt with in accordance with University

Disciplinary Procedures.
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2.5 Staff using their own accounts

25.1

2.5.2

2.5.3

254

255

When using a personal social media account, staff must not make
statements that purport to represent UEL. Staff members using personal
accounts that clearly identify the University should use a disclaimer stating

that the views expressed are not necessarily those of the University.

A suggested wording is:

“The views expressed here are my own and do not reflect those of the

University of East London.”

Even when posting a personal account, social media should not be used to
verbally abuse or intimidate work colleagues or students, or other users.
Respect should be shown at all times for other people’s privacy and

feelings.

Staff members should assume that everything they post online will be
public and permanent, regardless of the privacy settings that are applied.
Even when the University has not been explicitly mentioned, it can often be
all too easy to make the connection between an individual and their role in

the University.

Staff should be aware that social media content may easily become
available to the public, including University colleagues, students and the
media, and that inappropriate use could damage their reputation as well as

the University’s brand reputation. Content that brings the University into
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disrepute or that breaches the standards of conduct required of staff, may

be addressed through the University’s Disciplinary Procedures.

In addition, the posting of private, sensitive or confidential information,
either accidentally or intentionally, may lead to a breach of information
security which could carry significant, legal and financial penalties for staff

and the university.

Consent must be obtained in advance of posting pictures with people in it
that relate to the University. If it is a student, they can give permission

through their Student Portal account.

Staff must not post or share content that incites hatred; promotes or
advocates terrorism or radicalisation; or that discriminates on the grounds
of race, gender, disability, sexual orientation, age, marital status, political

or religious belief; or which contravenes UEL’s Equality, Diversity and

Inclusion Policy and Dignity at Work and Study Policy.

If you feel attacked or harassed by a member of staff or student (via social
media), please raise it with the Social Media Channel Manager

smcm@uel.ac.uk who will then liaise with HR or student complaints to

investigate grievances Complaints Policy Students Complaint Procedure
Staff

If you need more information regarding Internal Communications,

please contact communications@uel.ac.uk
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2.6 Student policy relating to the use of Social Media

2.6.1

2.6.2

2.6.3

26.4

2.6.5

2.6.6

Students that post on behalf of the university should refer to sections 2.4

and 2.5 of the policy.

Students who have a social media presence which refers to the university

please refer to the Student Code of Conduct or Non-Academic Misconduct

Policy.

If a student is attending or working for the university then refer to sections
2.4 and 2.5. Respect should be shown at all times for other people’s

privacy and feelings.

Students should not post or share content that discriminates on the
grounds of race, gender, disability, sexual orientation, age, marital status,

political or religious belief or which contravenes UEL’s Equality, Diversity

and Inclusion Policy.

In addition, the posting of private, sensitive or confidential information
either accidentally or intentionally may lead to a breach of information
security which could carry significant, legal and financial penalties for the

student and university.

If posting pictures with people in it that relate to the University (staff

members), consent must be obtained.
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2.6.7 If you feel attacked or harassed by a member of staff (via social media),

please report through the Student Complaints Procedure or Staff

Grievance Procedure.

2.6.8 If you feel attacked or harassed by a student (via social media), you can
report the incident directly to the Student Conduct Team via the Report
and Support tool available to all students and staff of the University of East
London. Additionally, incidents can be reported by emailing the Student

Conduct Team directly at studentconduct@uel.ac.uk or by reporting an

incident to a staff member, who can then get in contact with the Student

Conduct Team.

2.7 Think about your Future
2.7.1 Individuals are personally responsible for their communications through
social media. Remember that what you publish may be readily available to
the public (including the University, prospective future employers, the

media and social acquaintances) for a long time.

2.7.2 Keep this in mind when posting content. Inappropriate posting of content
can damage your career potential, as potential (and current) employers

often screen social media sites when considering applications.

2.8 Abuse/Harassment

2.8.1 What to do if you receive abuse or harassment through your personal or

work social media accounts?
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e Screenshot the abuse as evidence then refer to the complaints
policy and procedure.

e You can also contact the Social Media Channel Manager on
SMCM@uel.ac.uk

Email address for reporting abuse - Student Complaints Procedure or Staff

Grievance Procedure.

Email address for contacting the social media team regarding best practice -

socialmedia@uel.ac.uk

Email address for safeguarding safeguarding@uel.ac.uk

2.8.2 lItis imperative after any incident, the team leading on it, reports back to
communications and social media. This is to ensure we have up-to-date

knowledge of all outcomes.

2.9 Crisis Communications

2.9.1 All crisis and/or emergency communications will be generated by the
University crisis communication team and will be posted on the main UEL

University Facebook and Twitter feeds with links to additional information.

2.9.2 Departmental social media sites may never independently post emergency
information without the co-ordination of the Social Media Channel

Manager.
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2.10  Monitoring of our Social Media accounts

2.10.1 Our social media accounts (both main and school accounts) are

carefully monitored on a daily basis by our social media team.

2.10.2 If a situation arises where a comment is deemed inappropriate,
discussions will take part between the relevant teams and a course of

action will be applied.

2.10.3 There are multiple social media accounts that don’t fall under the
main and school accounts. The use of the super user group (see page 10)
IS to ensure that the Social Media Channel Manager has an oversight of
these accounts and will work effectively with the owners to ensure

monitoring is overseen and build knowledge of escalation processes.

3 Brand and Accessibility Guidelines

3.1 Use of the University Name and Logo

3.1.1 "University of East London” is a registered trademark and the exclusive
intellectual property of the University. The University name, logo or any
other University images or iconography may not be on personal,
organisational or departmental sites in a way that promotes a product,

cause, or political party or candidate. Do not edit or modify logos.

3.1.2 Brand guidelines for University logos must be followed at all times. Click

here for the University’s brand guidelines.
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Any questions related to usage should be directed to the design team or

Social Media Channel Manager smcm@uel.ac.uk

University of East London logo should be added to any content (video,
image, event, poster) that is used for social media purposes to ensure

brand recognition and avoid any copyright issues.

3.2 Accessibility

3.2.1

3.2.2

3.2.3

Accessibility is embedded throughout our brand guidelines and social

media policy. However, it is important to outline at least 1 in 5 people have
a long-term illness, an impairment or a disability. Many more will have a
temporary or situational disability. Health conditions can impact a person’s
ability to understand a message, either because of a cognitive impairment,
or because they are unable to see, hear or otherwise access the

information.

Inaccessible social media campaigns risk alienating our audience,
reducing our impact and breaching key legislation including the Public
Sector Equality Duty (part of the Equality Act 2010). Accessibility should be
built in from the start — it's the right thing to do and will help campaigns

reach more of the people you are targeting.

This quide - Social Media Design Guide (readymag.com) highlights legal
aspects and best practices of accessibility when creating social media

campaigns, posts and videos.
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3.3 Quick Overview
3.3.1 Allvideos should be accessible. There are best practices (section 4) that

need to be followed when creating video content. However, the following
points relate to what should and shouldn’t be used to ensure a video is
fully accessible.

e Subtitles on videos

e Limit text on images

e Hashtags — each word, the first letter must be capitalised e.g
#UniversityOfEastLondon

e Maximum of 2/3 hastags per post

e Emojis are ok but not if they’re overused

e Be aware of alt-text on images

e Be aware of flashing content that we post and try to limit this

e |f we use text it needs to pass the contrast check

4 Best Practice

4.1 Guide for using University of East London’s Social

Media platforms

4.1.1 Make sure that your posts are accurate and factual, it's better to verify
information with a source first than to have to post a correction or retraction
later. If you make an error, correct it quickly and visibly. Spelling and
grammar are extremely important when representing the University.

ensure that you double check everything you post.
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Be Timely: Timeliness is one of the expectations of social media. Be
prepared to move quickly in response to new developments and
announcements with relevant information on your site. Ensure that the
messaging on social media is coordinated in conjunction with your

traditional communication tactics and campus events.

Accept and Monitor Comments and Replies: Social media is, and
should be, a dialogue, not a monologue. Understand that not all comments
will be positive and respond to negative comments professionally and by
providing any additional information that may help resolve the issue. Users
may post comments and start dialogue that has little to do with the post in
guestion. Regularly monitor and respond to comments and remove any
inappropriate comments or advertising for products or services not

associated with University of East London.

Be Active: Social media presences require diligent planning, managing
interactions, and content creation. If you do not have the time or resources
to check in on these sites at least a few minutes each day, and to post
fresh content several times a week, reconsider creating an account and

use central social media channels.

An account with infrequent posts and low-quality content is a detriment to
your department or organisation. If you start a social media account and
then realise that it is neither meeting your needs nor the needs of your
audience, it is best to close the account rather than leave it inactive. Link
back to University of East London’s Social Media Channel Manager

smcm@uel.ac.uk
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A good guideline is to post high quality content at least weekly, year-round.
If you are unable to make that commitment, consider sending content to

(need to add Asana link) for posting on the institutional accounts.

Visual Content: Photographs should be high quality and appropriate size
(landscape/portrait) for the channel that will be used (see Annex for
dimensions). Photos should not have logos from other competitor
institutions. Photos of non-enrolled minors should not be posted without
written parent or guardian consent. If contacted and asked to remove a

photo by an individual for any reason, the photo should be removed

promptly.

What to do if your account is hacked?

If you notice any suspicious activity on your account, log in and reset the
password. Ensure that the password you set is strong, with a combination
of uppercase/lowercase letters and numbers

Check past posts/tweets and private messages to ensure no spam has
been posted.

If spam has been posted, take screen grabs of the posts and then delete
the posts. You may need to submit the screen grabs as evidence later.
Review the third-party apps associated with your channels and remove
any you no longer use, or any you don't recognise.

To prevent further issues, consider setting up two-factor authentication
and/or using a password manager to store and generate secure

passwords. You can find more password guidance from IT.
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4.1.9 What to think about when writing a social media post

4.1.10

Define your goals and scope of the account.

Who is the audience?

What content can you create and what will need to be student-driven?
What channel will be used?

What will the name be?

What is your call to action?

Most commonly used Hashtags

#UELEvents #UELVoices #UniofEastLondon #UELFamily #UELStudents
#BeTheChange #WhereNext #UELStudents

5

Super User Group — staff and students

5.1 The purpose and scope of the super user group will be to:

Informing the operational group of the University’s social media strategy
and operational plans

Training and Development — to gather requirements from users

Risks — gather risks and issues from the operational group, feed down
risks and issues and report on mitigation e.g. tiktok algorithms

Share good (social media) practice

Share information about accessibility issues (if designing emails/social
media posts etc)

Identify any issues they may have with their channels
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e Issues that may be institutional (discussing core KPI's and ensuring they’re
aligned across multiple channels, any teams that might need more
information shared)

e |dentify peak times where campaigns may be appropriate
(Graduation/Clearing etc)

e Have a single point of contact within each team so | can go to them for

specific information, if required

6 Content Framework

6.1 The content framework can be found here

7 Annex

7.1 Guide

7.1.1 following guide - full guide here shows everything that you need to think of

when creating a social media post.

7.1.2 It includes information about
e Branding
e Size and dimension for each channel

e What you need to ensure that it meets our accessibility guidelines

7.1.3 Example of what is needed for a social media post
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7.1.4 If you have a social media request, please use this form Social Media

Request - Form by Asana

7.1.5 The below example says ignore image because a video link is provided.

This is an example from the ‘Where Next’ campaign

8 Associated Policies and Key Contact Details

8.1 Associated Policies

Equality, Diversity and Inclusion Policy

Dignity at Work and Study Policy

Disciplinary Procedures

Complaints Policy Students

Complaint Procedure Staff

8.2 Key contact details
Senior Social Media Channel Manager SMCM@uel.ac.uk

Social Media Content Manager socialmedia@uel.ac.uk

Safeguarding Officer safequarding@uel.ac.uk

Student Advice studentadvice@uel.ac.uk

Student Conduct studentconduct@uel.ac.uk

Page 24 of 25
Policy Name: Version:


https://form.asana.com/?hash=986c89595c5766f03afcfb08943b341db138b220f5f5db45270a561df3417b9a&id=1148302744651488
https://form.asana.com/?hash=986c89595c5766f03afcfb08943b341db138b220f5f5db45270a561df3417b9a&id=1148302744651488
https://uelac-my.sharepoint.com/personal/fandrew_uel_ac_uk/_layouts/15/onedrive.aspx?id=%2Fpersonal%2Ffandrew%5Fuel%5Fac%5Fuk%2FDocuments%2FMicrosoft%20Teams%20Chat%20Files%2FEDI%20Policy%20Refresh%20February%202022%2Epdf&parent=%2Fpersonal%2Ffandrew%5Fuel%5Fac%5Fuk%2FDocuments%2FMicrosoft%20Teams%20Chat%20Files
https://uelac.sharepoint.com/sites/hr/Shared%20Documents/Forms/AllItems.aspx?id=%2Fsites%2Fhr%2FShared%20Documents%2FPolicies%202020%2FDignity%20at%20work%20and%20study%20policy%20Final%2Epdf&parent=%2Fsites%2Fhr%2FShared%20Documents%2FPolicies%202020
https://uelac.sharepoint.com/:b:/r/sites/hr/Shared%20Documents/Policies%202020/Disciplinary%20Procedures%2025.02.19.pdf?csf=1&web=1&e=T0TVCk
https://www.uel.ac.uk/about/governance/student-complaint-procedure
https://uelac.sharepoint.com/sites/hr/Shared%20Documents/Forms/AllItems.aspx?id=%2Fsites%2Fhr%2FShared%20Documents%2FPolicies%202020%2FGrievance%20Procedure%20Nov%2019%2Epdf&parent=%2Fsites%2Fhr%2FShared%20Documents%2FPolicies%202020
mailto:SMCM@uel.ac.uk
mailto:socialmedia@uel.ac.uk
mailto:safeguarding@uel.ac.uk
mailto:studentadvice@uel.ac.uk
mailto:studentconduct@uel.ac.uk

Policy Owner: Position and Department

Final 03/10/2022 | Previous social media policy had a full | 03/10/2022 | UEB 03/10/2022
review and was updated to provide UMB
clarity and ensure compliance. E&E
VC&P
Academic
Board

Add a row each time the policy is updated (includes both minor and major updates)

This Policy is reviewed by Choose an item. and approved by Choose an item.



